




Subj: DEPARTMENT OF THE NAVY POLICY FOR ISSUANCF, USE AND 
MANAGEMENT OF GOVERNMENT-PROVIDED MOBILE (CELLULAR) PHONE, 
DATA EQUIPMENT AND SERVICES, AND CALLING CARDS 

5. Calling Card Policy 

a. General. Calling cards may be issued to individual personnel predicated upon the need to 
access telecommunication services for which other cost-effective solutions are either impractical 
or unavailable. 

b. Usage Restrictions. Calling card usage requires strict adherence to the following 
conditions: 

(1) Calling cards shall be used for official and authorized purposes only, in accordance 
with reference (a). 

(2) The government employee assigned the calling card is responsible for safeguarding its 
use. 

(3) The employee issued a calling card andlor account access code is the only person 
authorized for its use. 

(4) Stolen or missing calling cards must be reported to the appropriate official of the 
issuing activity immediately so that service can be cancelled to preclude unauthorized use or 
charges. 

(5) Calling card users are responsible for reimbursing the government for unauthorized use 
or charges. 

(6) Upon termination or transfer, personnel are required to surrender the calling card to 
their supervisor or proper designated official. 

(7) Calling cards issued to support specidc travel, special work projects, or other 
designated time periods must be established at the time of issuance. 

(8) Upon request from their supervisor or Commanding Officer, personnel must surrender 
their calling card. 

6. Actions 

a. Navy and Marine Corps Commands shall: 

(1) Ensure that personnel have received wireless security training commensurate with their 
duties, responsibilities and anticipated use of their cellular phone. 
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(2) Maintain an accurate, up-to-date inventory of all government-provided cellular phones 
and calling cards to include identification of personnel to whom a device or card has been issued. 

(3) Validate cellular phone and calling card charges. 

(4) Conduct periodic assessments of cellular phone usage and calling card activity (to 
identify unauthorized calling patterns and abuse). 

(5) Take corrective action where there is a determination of abuse or violation of this 
policy. 

(6) As may be required, revalidate cellular phone requirements and assess management of 
cellular phone services. 

(7) Ensure that organizations under their cognizance take appropriate measures to 
safeguard calling cards such as securing unassigned cards in a safe. 

(8) Ensure that organizations under their cognizance take prompt action to have calling 
cards and cell phones deactivated and service discontinued if the calling card or cell phone are 
lost, stolen, or account access code or pin is compromised. 

(9) As may be required, revalidate calling card and cell phone requirements and 
management of services. 

(10) Identify appropriate metrics to measure compliance. 

7. The DON CIO point of contact i s  John 1,ussier. john,lussier@navv.mil, 703-604-7050. 

Distribution: 
Immediate Office of the Secretary (ASN(M&RA), ASN(RD&A), ASN(FM&C), ASN(I&E), 

AAUSN) 
Dept of the Navy Staff Offices (DON CIO, CNR, JAG, OLA, CHINFO, NAVINSGEN) 
GC 
CNO (N09, N09B, N091, N093, N095, N096, N097, N098, Nl, N2, N315, N4, N6/N7, N8) 
CMC (ACMC, ARI, M&RA, I, I&L, PP&O, C4, P&R) 
CINCPACFLT 
COMFLTFORCOM 
CLNLLSL~~AV~UK 
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